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People want to work with companies they can trust. This is true for 

any line of work, but especially ours. Millions of customers entrust 

us with their financial security, today and tomorrow.

Ethics and integrity are central to who we are. Our core values 

(among them, “Do what’s right”) serve as the foundation for ethical 

decision-making across the company. And our Global Code of 

Conduct (Code) helps to guide us in our daily interactions. Review 

these documents carefully, know them well, and model them 

continually.

The Code is comprehensive, but it can’t address every situation. 

Use good judgment and get additional guidance when needed. If 

you’re concerned that a decision or action is a possible violation of 

the Code, speak up. It’s an important part of ensuring we conduct 

business with integrity.

Our commitment to integrity has been built over 143 years, and 

we are the stewards of that legacy. It’s imperative that we each 

take responsibility for protecting our reputation as part of our 

commitment to our customers, our investors, and each other.

Thank you for conducting business in a way that instills pride in 

all of us and earns the trust of our stakeholders. We are nothing 

without that trust.

A message from 
our Chairman  
and CEO

Dan Houston

Chairman and CEO



Thanks, Dan, for role modeling the ethical behavior that defines who 

we are at Principal. To my fellow employees, as your Enterprise Chief 

Ethics and Compliance Officer, I want to reinforce the importance of 

being familiar with, understanding, and following our Global Code 

of Conduct (Code). While the Code advocates an ethical culture, 

conveys the core values we wish to foster in leaders and employees, 

and defines desired behavior, being ethical is more than just words 

on paper. It transcends policies and procedures. It’s about doing 

what’s right in every daily decision. As employees of Principal, 

we have an obligation to uphold promises and commitments 

reflected in our Code to each other, our customers, and other key 

stakeholders. 

Customers want to work with a company they can trust, and 

employees are proud to work for a company known for its ethical 

culture.  As employees, we are all stewards of maintaining the 

ethical culture that is core to Principal. Thank you for all you do 

each day to ensure we continue to do what’s right and conduct our 

business with integrity.    

Noreen Fierro

Sr. Vice President and Enterprise Chief Ethics and Compliance Officer     

A message from our 
Enterprise Chief Ethics 
and Compliance 
Officer
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The Code explains how we conduct business at Principal® – every day, wherever we 
do business – to continually earn and maintain our reputation of integrity. It applies 
to all wholly and majority-owned entities of Principal Financial Group®  (Principal) 
throughout the world.

The Code has been approved by our senior leadership and the Board of Directors. We 
disclose our Code and any additions or changes on our website (www.principal.com).

Our purpose, mission, and aspiration

Purpose

Aspiration

Mission

Core values

Our core values are the ideals we won’t compromise on in pursuit of our purpose, mission, and aspiration;  
they help guide our day-to-day actions. Core values are the foundation of our culture.

The core values that guide the role you play are highlighted at the bottom of the first page of each section.

Start with the customer.

We solve for the customer—
every day and with every 
decision.

Do what’s right.

Integrity is nonnegotiable. It 
guides everything we do.

Own what’s next.

We continuously learn and 
advance ourselves in pursuit  
of tomorrow.

Invest for our future.

We make smart decisions with our 
resources to ensure our customers’ 
future success and ours.

Foster a world where financial 
security is accessible to all

Help more people save enough, 
protect enough, and have enough

Inspire trust by exceeding customer 
and partner expectations, leading the 
way to financial confidence
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Using this code

What’s expected of me?

Follow our Code
Every director and employee of Principal, regardless 
of function, position, or location is accountable 
for following this Code. We expect anyone who 
represents us (such as minority-owned joint 
ventures, salespersons, suppliers, and consultants) to 
follow standards that are consistent with this Code.

Comply with laws
Our business is highly regulated and is conducted in 
many locations, so we are subject to multiple, and 
sometimes differing, laws and regulations. We’re 
committed to conducting business in full compliance 
with applicable laws and regulations of the countries 
and communities in which we do business. We must 
each be familiar with, and act in compliance with 
those that affect our work. Laws are often complex. 
Please consult with the Law Department or your 
local legal contact if you have questions or concerns.

But your role doesn’t stop with simply complying 
with laws and regulations.

Act with integrity and the highest ethical standards
The Code helps us understand the details of how we 
live out our core values. If you’re faced with a decision 
without a clear course of action, ask yourself:

• Will my decision reflect our core values?

•  How would the decision make customers, co-workers, 
family, and friends feel about Principal and me?

• Am I willing to be held accountable?

Considering these questions can help us make sure we 
continue to operate in an ethical and legal manner.

Understand and manage risks related to your job
Risk is the possibility of events disrupting our strategy or 
impacting our financial results. Like all financial services 
companies, we’re exposed to a wide variety of financial, 
pricing, operational, and business risks. Managing these 
risks is a part of everyone’s job. Analyze decisions and 
possible results. Make sound judgments about the risk 
and reward trade-offs of business decisions.

Report concerns
It’s important to report activities that you believe 
may violate this Code. Prompt reporting may 
allow us to avoid or mitigate serious harm to our 
business or others. See “How do I report suspected 
violations?”. 
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Notice to employees

Don’t have access to links in this Code?
If you are at a location that doesn’t have access 
to Principal Passport, corporate policies and any 
significant policy changes will be communicated 
to you either by your leader or your local legal or 
compliance contact.

Nothing in this Code prevents you from reporting 
potential violations of law to relevant government 
authorities.

Certification
All employees are responsible for annually certifying 
that they have read this Code and agree to act in 
ways that meet our principles of integrity and our 
ethical expectations.

Consequences of violating the Code
Violating this Code can put our company at risk. 
Failure to follow the Code will result in appropriate 
disciplinary action, which could include losing your 
job or relationship with Principal.

U.S. specific
You don’t need approval for posting or distributing 
information for activities protected by the National 
Labor Relations Act during non-work time and in 
non-work (common) locations.

Additional responsibilities 
for leaders

While we all must follow the Code, leaders have 
additional expectations to:

•  Promote awareness of the Code and other 
enterprise policies and standards to make sure 
employees understand and follow them.

•  Set a good example by acting ethically and with 
integrity and encouraging this behavior in others.

•  Create an open and honest atmosphere that 
encourages others to speak up without fear of 
retaliation. Encourage employees to express their 
ideas, ask questions, and raise concerns.

•  Handle employee concerns with respect and 
appreciation. Share information only with those 
who have a need to know to investigate and 
address the concern.

•  Recognize that failure to follow our Code could 
have significant negative impact on our reputation. 
Identifying and reporting potential risks before they 
become incidents or crises is a key leadership role.

•  Understand how to escalate issues or concerns to 
the appropriate areas, if needed.
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Additional policies and 
standards

No set of documents can cover every legal or ethical 
question. You may encounter situations where your 
ethical obligations may not be clear, or where you’re 
not familiar with the relevant body of law. When a 
decision isn’t clear, you’re expected to ask for help in 
making the right decision.

Enterprise policies and standards on Policy Central 
provide additional guidance on many of the 
topics included in this Code. They may be updated 
periodically, and you’re responsible for acting in a 
way that meets those changes.

Some Principal business areas have additional 
policies and codes of ethics to guide employees in 
situations that might come up in connection with 
their particular business activities. It’s expected that 
you’ll stay familiar with and follow any policies and 
codes specific to Your role and location, in addition to 
this Code.

Waivers

Any waiver of this Code would be granted only under 
exceptional circumstances. In addition, any such 
waiver for a director or executive officer requires 
a review by our Audit Committee, approval by the 
Board and disclosure on our website  
(www.principal.com). 

You may encounter situations 
where your ethical obligations may 
not be clear, or where you’re not 
familiar with the relevant body of 
law. When a decision isn’t clear, 
you’re expected to ask for help in 
making the right decision.



Start 
with the 

customer

Do  
what’s  
right

Own 
what’s  
next

Invest 
for our 
future

Working with business partners 
and customers
Everything we do keeps the best interests of our customers, employees, 
and shareholders in mind. We are an ethical, trustworthy company all day 
every day and in every interaction, we have with our business partners  
and customers.

Highlighted topics:

› Fair dealing

› Competition laws

› Global Sourcing and Supplier Management

› Customer complaints

› Audits and outside exams
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Fair dealing

We’re proud of our outstanding reputation 
of integrity in the marketplace. That’s why we 
want to make sure we accurately and truthfully 
represent the products and services we offer.

  Your role

•  Deal fairly with our customers, suppliers, and 
competitors.

•  Share truthful facts about what makes our products 
great. Don’t misstate the facts, provide misleading 
impressions, or make false claims about our capabilities 
or our competitors to gain an advantage.

•  Never take unfair advantage of anyone through 
manipulation, concealment, abuse of confidential 
information, misrepresentation, or any other unfair 
dealing practice. 

Competition laws

As a company, we want to outperform our 
competitors. But we want to do it fairly and 
honestly. We’re committed to complying 
with all competition (antitrust) laws in every 
country we do business.

  Your role

•  Don’t discuss or make agreements with competitors 
about issues related to non-public, competitively 
sensitive information (including but not limited to 
price), or about refusing to do business with another 
individual or company.

•  Never communicate with competitors about or enter 
into any agreements to compare or coordinate bids, or 
to refrain from bidding.

•  Don’t communicate about, or enter into any 
agreements with, competitors to restrict or allocate 
sales (such as by customers, products, or territories). In 
addition, don’t agree to avoid recruiting or hiring their 
employees.

Global Sourcing and Supplier 
Management

We want to work with companies that share 
our beliefs and treat their customers and 
employees with integrity. We also want to 
do right by our suppliers, while making sure 
they follow the same standards we hold our 
business to. That’s why we:
•  Have a fair and objective process for choosing the 

suppliers we work with.

•  Conduct thorough due diligence of suppliers before 
entering into a contractually binding agreement with them.

•  Minimize potential risks during contract negotiations.

•  Actively and consistently monitor and manage risks and 
the performance of our suppliers during the life of the 
contract.

  Your role

•  Work with our Global Sourcing and Supplier 
Management departments or your local procurement 
or legal contact, so they can help you select a supplier 
and negotiate a contract with them.

•  Follow our standards for executing contracts with 
suppliers and for managing performance of suppliers.

•  Assess the risk involved with the supplier you want to 
work with and get the appropriate approvals to make 
sure the risk is acceptable.

Managing our suppliers

Our suppliers are managed by qualified supplier 
managers, who monitor risks associated with 
the engagement and the supplier’s performance 
under the contract. Note that local regulations 
may impact our standard processes for 
monitoring and managing suppliers.
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Customer complaints

Putting our customers first and making sure 
they are treated fairly is at the heart of what 
we do. Customer complaints give us valuable 
information about our business practices and 
the needs and expectations of our customers. 
The way we handle complaints helps build 
and maintain positive business relationships 
with our customers.

Important things to know:
•  A complaint can be received verbally (in person or by 

phone) or in writing (by email, through social media, or in 
letters or similar correspondence). 

•  Regulators may define a “complaint” differently, so what 
constitutes a customer complaint for one business area 
may differ from other areas. 

•  Some jurisdictions and products have differing legal 
requirements regarding the handling of customer 
complaints, including reporting obligations.

•  Business areas analyze customer complaints to identify 
systemic or recurring problems. If problems are identified, 
the business area takes action to address the problems 
and implements controls as needed. 

  Your role

•  If you encounter a situation in which you believe a 
potential complaint has been made, immediately 
provide this information to your business area’s 
customer Complaint Contact (if applicable) or your 
leader to make sure the complaint is recorded, 
resolved, and reported. Remember —some complaints 
have regulatory response deadlines so addressing 
issues in a timely manner is important.

•  Share customer complaints with others only on a 
“need to know” basis—and follow any relevant data 
protection requirements.

Audits and outside exams

Periodically, parts of our business are subject 
to audits or examinations. We cooperate 
fully with these reviews whether they are 
conducted by our internal audit area or 
outside entities such as regulatory authorities 
or our external auditor. 

  Your role  – internal audits

•  Transparency and timely response to internal audit 
requests are key to supporting Internal Audit’s role 
in helping management identify gaps and improve 
effectiveness of risk management, control, and 
governance activities.

•  Contact Internal Audit or the Law Department if 
you receive requests for internal audit reports or 
workpapers so appropriate documents can be reviewed 
and prepared.

  Your role  –  for external audits/exams
•  Notify your leader before responding to ensure proper 

coordination.

•  Consult with a member of the Law Department, 
Government Relations, or your local legal or 
compliance contact.

•  Cooperate fully with all appropriate requests for 
information. Always provide information that is 
accurate to the best of your knowledge.

•  Don’t try to inappropriately influence or interfere with 
an audit or examination.
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Conflicts, bribery, and corruption
We’re committed to following the laws and regulations of every country 
and community we do business in. Conflicts of interest, bribery, and 
corruption have no place in what we do.

Highlighted topics:

› Conflicts of interest

› Gifts and entertainment

› Bribery and corruption

› Political activity

› Anti-money laundering

› Insider trading

› Economic sanctions

› Antiboycott
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Conflicts of interest

We make our business decisions based 
on sound business judgment, not on any 
employee’s personal interest or gain.

  Your role

•  Avoid situations that may create, or even appear to 
create, a conflict between your personal interests and 
the interests of our company.

•  Seek approval from your leader and/or compliance 
area if you’re involved in an activity or relationship that 
may be perceived as a conflict of interest. 

 –  Employees who are Vice President or above level 
officers must also obtain the approval of the 
Conflicts Committee. Inquiries should be directed to 
the Conflicts Committee Secretary.

•  If approved, remember the following:

 – Approvals are subject to regular review, 

 –  The conflict should be disclosed on the annual 
Conflicts of Interest questionnaire if you’re required 
to complete one, and

 –  Most importantly,  it must not interfere with your 
job responsibilities, and you may not use company 
resources.

•  It’s impossible to anticipate all circumstances and 
conditions that might involve a conflict of interest. If in 
doubt, talk to your leader.

If you’re approved to serve on an outside board 
or other governing body, you should make it 
clear that, unless Principal has asked  
you to serve, you’re not serving at the direction 
or request of Principal. You shouldn’t participate 
in any decisions involving Principal products  
or services. 

What are some examples of conflicts of interest?

Here are a few activities that are not allowed or require 
careful consideration:

•  Allowing decisions in your capacity as a Principal 
employee to be influenced, or appear to be 
influenced, by personal or family interests or 
friendships

•  Having a financial interest in, or performing work 
for, another entity that is a customer, supplier, or 
competitor of Principal

•  Benefiting personally from opportunities or 
resources that are available to you as a result of your 
work at Principal

•  Using company property, information or resources 
for personal use or outside activities

•  Having an outside job that interferes with your ability 
to do your job, or uses company resources or time
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Gifts and entertainment 

We don’t accept or provide any gift or 
entertainment (including travel) that  
might influence, or appear to influence,  
any business decision.

  Your role

•  Gifts and entertainment activities must be legal and 
shouldn’t be frequent or extravagant.

•  Avoid any gift or entertainment activity that may 
create an actual or perceived conflict of interest or the 
appearance of impropriety.

•  Don’t offer any gifts or entertainment, regardless 
of value, to government officials without advance 
approval of Government Relations (U.S.) or the 
appropriate local legal or compliance contact.

•  Know reporting requirements and limits on gifts 
and entertainment. These can vary depending on 
your business area and location. Refer to the gift and 
entertainment policy applicable to your location or 
contact your compliance or legal contact.

I purchased two tickets for a sporting event to spend 
time with my client. The client asked me if they could 
bring their spouse. Since the event is sold out, may 
I give both tickets to the client so their spouse can 
attend in my place?

If you don’t attend the event with the client, the 
tickets would be considered a gift, instead of business 
entertainment. Therefore, the total value of both 
tickets must fall within the gift limits.

What is the monetary limit for a business gift?

It depends. Refer to the gifts and entertainment 
standards for details regarding limits. Some business 
areas have adopted their own gift policies and standards 
due to business needs. Consult your business area’s 
policy before giving or accepting any business gift.

I want to give a client a gift that exceeds the 
monetary limit. Is the gift permissible if I pay for it 
myself and don’t request reimbursement from the 
company?

No. Monetary limits apply whether or not you request 
reimbursement from the company.



Global Code of Conduct  |  11

Our purpose, 
mission,  

aspiration,  
and core values

Working with 
business  

partners and 
customers

Conflicts,  
bribery, and 
corruption

Information 
management  
and security

Financial 
management  
and reporting

Fair  
employment 

practices

Workplace safety 
and security

Brand and 
reputation 

management
Sustainability

How do I  
report  

suspected 
violations?

Contacts

Bribery and corruption

Bribery is unethical, illegal, and against our 
company values. We don’t seek to influence 
others by offering, paying, or receiving bribes 
or kickbacks, or by any other means that is 
considered unethical, illegal, or harmful to our 
reputation of honesty and integrity. Bribery 
can expose our company and employees to 
fines or other penalties like imprisonment.

  Your role

•  You should decline any opportunity that would risk our 
ethical principles,  reputation, or cause us to violate the 
Foreign Corrupt Practices Act, the U.K. Bribery Act, and 
any other anti-bribery and anti-corruption regulations 
that apply to us.

•  Don’t give or offer anything of value in an attempt to 
improperly influence a decision, secure an advantage, 
avoid a disadvantage, or to obtain or retain business.

•  Be especially cautious when interacting with 
government employees or officials. Reasonable 
corporate hospitality that is acceptable with other 
business partners may not be allowable with them.

•  If a person or company you’re doing business with 
offers you a bribe, you should decline it and immediately 
report it to your local legal or compliance contact.

•  If you’re offered something of value and you’re not 
sure if you’re allowed to accept it, double check the gift 
and entertainment policy. You can also check with your 
leader or your compliance  or legal contact. When in 
doubt, double check. This would include items such as 
meals, trips, offers of employment for a family member, 
and sports/entertainment tickets.

•  Record all payments and receipts completely and 
accurately.

• Do not use a third party to make improper payments.

We’re trying to get the business of a state-owned 
enterprise. One of their employees assured me 
that it would be looked upon favorably if we make 
a contribution to their favorite charity. Since the 
contribution doesn’t benefit the employee personally, 
would this be a bribe?

This could be considered a bribe. A bribe is not only 
cash. A bribe can include providing jobs or internships 
for employees of state-owned enterprises or making 
charitable contributions suggested by employees of 
state-owned enterprises. Check with your local compliance 
contact before making any such agreements or payments.

Anti-bribery and corruption policy

A government official is any:

•  individual elected or appointed to a 
governmental entity,

• official or employee of a government,

•  official or employee of a company wholly or 
partially controlled by a government (such as 
state-owned companies),

• candidate for political office,

•  political party or official of a political party, or

•  person acting in an official capacity for any of 
the above regardless of rank or position.

https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/policies/anti-bribery-and-corruption-policy___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjgzMmI6YTJhOWJlZDcyYzg3ZDc3ZTk4MWZkMDZjZTkxOGJjZDIxODFmZDEyNjdkZGJlY2VjNDhlNzFkOGIwM2Q2NzQ5YjpwOlQ6Tg
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Political activity

We support and respect the rights of 
employees to participate personally in the 
political process. Our company doesn’t 
make corporate contributions to political 
campaigns. Since campaign laws are strict 
concerning the use of corporate resources to 
support or oppose a candidate, it’s important 
to keep a clear distinction between personal 
and work- related political participation.

•  Our interactions with government officials are conducted 
with integrity and comply with laws and regulations.

•  We follow established limits and reporting requirements 
for employee and political action committee 
contributions.

•  Only certain employees are allowed to lobby on behalf 
of Principal to educate government officials about how 
legislation and regulations may affect our customers, 
shareholders, industry, and our company.

  Your role

•  Pre-approval is required for any gift, entertainment, 
or travel offered to a government official (including 
government employees) regardless of value or 
jurisdiction. U.S. employees: check with Government 
Relations. For employees outside the U.S: check 
with Government Relations or your local legal or 
compliance contact before you offer anything.

•  Keep detailed records of your contact with government 
officials and public entities if you’re talking to them 
about obtaining or retaining government business.

•  If you participate in political activities on a personal 
basis, use your own resources and non-work time. Use 
your personal email, your personal computer or phone, 
your own supplies, and do these things in a non-work 
location.

•  In the U.S., if your personal political activities require 
time away from work, please review the Public Office 
Leave section of the Employee Handbook. 

Our business area plans to invite a speaker to 
a future department meeting who happens to 
be a government official. Are there any special 
considerations we need to keep in mind?

Yes, the person’s position as a government official 
requires special scrutiny. In the U.S., pre-approval 
from Government Relations is required for any gifts, 
entertainment, or travel provided to a government 
official. If outside the U.S., check with Government 
Relations or your local legal or compliance contact 
before you offer anything. In most instances within 
the U.S., no gifts, entertainment, or travel are allowed 
to be given to a government official. Even if no gifts, 
entertainment, or travel are intended to be provided 
to an elected official invited to speak at a department 
meeting, prior to extending the invitation, pre-approval 
is required.

Corporate political contributions policy

Pay-to-play: In the U.S., certain employees must 
preclear their personal political contributions 
for compliance with SEC, state, and local pay-to-
play laws. Generally, this includes officers, sales 
employees and their managers, and investment 
advisor employees. Employees required to 
preclear their personal political contributions are 
notified directly. If you ’re unsure, contact your 
compliance area.

https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/policies/policy-corporate-political-contributions___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjVjMTA6ZmJhODRkMWNkMGJjZGVmMmE5ZTk4MzIyNjkwN2E5MjMzZTIzMDczYTQ2YzExZGU2ODYxNjRlYzg0MWZjZDI2NTpwOlQ6Tg
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Anti-money laundering (AML)

We’re committed to preventing money 
laundering and the financing of terrorism. We 
maintain anti-money laundering and other 
programs to detect suspicious transactions 
involved with these activities. We report such 
transactions or activities in a timely manner 
to the proper authorities.  

  Your role

• Be familiar with your business area’s:

 –  procedures for customer identification and 
verification (including know your customer 
processes) for opening new accounts and servicing 
existing accounts.

 –  procedures relating to the detection of red flag 
activities that may require special attention.

Anti-money laundering policy

Red flag examples
•  Attempts to open an account with false 

information.

•  Transactions using cash, money orders, cashier’s 
checks, cross border wire transfers, or other cash 
equivalents.

•  Making an overpayment and then requesting  
a refund.

•  Payments or withdrawals that are unusual or 
inconsistent with a customer’s business.

•  Unusual fund transfers to or from individuals 
or countries unrelated to the customer or 
transaction.

•  Transactions that might appear to be structured 
to evade recording or reporting requirements.

•  Source of funds coming from offshore or from 
parties that are not the customer.

Insider trading

It’s against the law to purchase or sell 
securities if you have material, nonpublic 
information about those securities. It’s also 
against the law to share that information with 
others or to recommend purchasing or selling 
securities based on that information.

  Your role

•  If you have any material, nonpublic information,  
don’t share it with others or recommend that  
anyone purchase or sell any securities based on  
that information.

•  Don’t purchase or sell the stock or securities of 
any company when you have material, nonpublic 
information about that company. This applies no 
matter what role you have. And it applies to trading 
in our company securities, and in trading securities of 
others we work with—our customers, our suppliers, or 
our partners, for example.

I don’t work with stocks or securities in my job. Do 
prohibitions on insider trading apply to me?

Yes, anyone with knowledge of confidential, material 
information can violate insider trading laws if they 
disclose material non-public information to third 
parties who may then trade stock based on that 
information or if they themselves trade stock based 
on that information. Even during casual conversations 
with family and friends, you must exercise caution and 
not disclose any information classified as company 
confidential

What’s “material?”

Any information that a reasonable investor is 
substantially likely to consider important in 
making an investment decision. A few examples 
of material information include expected 
earnings for a given quarter, revisions to 
financial statements, and changes in the board 
of directors, corporate officers, or our public 
accounting firm.

https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/policies/anti-money-laundering___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjAzNDc6ZjNkNjE0MDliMzljMzFjMjBlYjM0ZGM3OGNiZDk5ZmI1YTRmNDQwN2I0NmM1MDA0NTRmMGVmM2NhZTIyNTczNzpwOlQ6Tg
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Economic sanctions

We’re committed to complying with 
economic and trade sanctions and terrorist 
financing laws applicable to our business. 
Sanction laws help fight against various 
threats such as terrorist activity, drug 
trafficking, proliferation of weapons of mass 
destruction, and other illicit activities.

In connection with sanctions and laws, lists are provided of 
countries, groups, and individuals with whom transactions 
may be prohibited or restricted. To aid in compliance, we 
have systems in place that compare the names of Principal 
customers, business associates, vendors, and payees against 
these lists. 

  Your role

•  Familiarize yourself with and follow any sanction 
procedures that apply to your job.

•  Don’t do business with customers whose money you 
believe might have come from criminal activity or a 
sanctioned source.

•  Watch for any activities that raise a red flag and report 
them to compliance or your leader. 

OFAC/sanctions policy

Antiboycott

The U.S. government monitors and, in certain 
cases, penalizes U.S. companies for engaging 
in certain international boycott activities. 
Antiboycott laws help prevent U.S. companies 
from being used to implement foreign policies of 
other nations which run counter to U.S. policy.

We don’t participate in prohibited or unsanctioned 
boycotts, and we require affiliates to promptly report any 
such requests to do so. In addition, we report commercial 
activities in, or related to, certain countries as required by 
some boycott laws.

  Your role

If you believe you have been asked to participate in a boycott:

• Don’t cooperate with the request.

•  Immediately contact a member of the Law Department 
or your compliance contact.

What is a boycott request?

A request, as a condition of doing business, to 
discriminate against a person or company from 
a target country comprised of or affiliated with a 
particular nationality, race, or religion.

https://protect.checkpoint.com/v2/___https://www.principal.com/ofacsanctions-policy___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjgyMTE6ZTVkNGNmYWVlZDE3ODA1OWVlMjk4OWNlMTY4MmQ2ODA4NmQ2ZGZmNTZhNzZkZDlmMzRkYjE3ZTA1MDA4ZDYzMDpwOlQ6Tg
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Information management  
and security
Information is one of our most important company assets. We must 
maintain confidentiality, integrity, and availability for business activities, 
including compliance. We must  also safeguard information against 
unauthorized use, modification, disclosure, or destruction.

Highlighted topics:

› Information security

› Privacy

› Records retention
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Information security

In today’s world, threats including cyber-
attacks, come from around the globe. We’re 
committed to protecting company, employee, 
and customer information and making sure 
it’s accurate and available for employees who 
need it for legitimate business purposes. We 
protect information based on its classification 
to make sure it’s appropriately safeguarded.

  Your role

•  Access or attempt to access information and 
information systems only when authorized to perform 
your job duties.

•  Share the minimum information needed for legitimate 
business purposes.

•  Provide customers with account information only when 
authorized to do so and after verifying their identity 
using current business area requirements. 

•  Classify and label company information appropriately 
so others know how to  properly share, protect, and use 
it, regardless of format (i.e., digital or non-digital) or 
location.

•  Protect information according to its classification 
and business purpose whenever and wherever you’re 
accessing and using it.

•  Use only approved systems and methods for storing, 
sharing, and transmitting company information.

• Report any observed misuse or inappropriate activity.

• Complete required information security training.

•  Formally acknowledge your responsibilities for 
appropriately protecting company information if 
required to do so.

Security expectations are communicated to 
contingent workers based on the deliverables of 
the engagement.

What are key actions I can take to help protect 
the confidentiality, integrity, and availability of 
information and systems at Principal?

•   Create and maintain strong passwords; Don’t share or 
reuse them across accounts.

•  Use company approved encryption solutions to 
securely send personally identifiable information 
outside the company network.

•  Use cloud solutions only when approved safeguards 
and agreements are in place.

•  Access company email using approved processes and/
or applications on approved devices.

•  Don’t click suspicious links or attachments in emails.

•  Report known or suspected phishing attacks via 
the Report Phishing button or by emailing them to 
abuse@principal.com or your local reporting email 
address.

•  Lock your devices and secure sensitive information 
even when leaving your workspace for brief periods.

•  Secure equipment at the end of each business day 
when in public places or when working from home.

•  Appropriately dispose paper documents and sensitive 
information according to local processes and 
procedures.

•  Stay educated about the latest cyber risks and 
threats.

Death Master File (DMF) access
Social Security Administration (U.S.)

Access to the DMF is granted only to employees 
who have a legitimate business need for the  
information. 

DMF data should only be shared with those 
who have a business need. Employees who have 
access to the information are restricted from 
publishing it on public sites. 
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Privacy

We’re committed to being good stewards of 
the personal information entrusted to us by 
our customers, workers, business partners, 
and other individuals. We must ensure that all 
personal information under our care is handled 
lawfully, fairly, transparently, and securely.

  Your role

•   Only collect information that’s needed and appropriate 
for your intended business purpose.

•  Be transparent about how you intend to use the 
personal information you collect, and then only use it 
for that purpose.

•  Ensure individuals have meaningful choices about how 
their personal data is used and are able to exercise 
their personal data rights.

 –  U.S. Data Subject Rights Request Form

 –  EU and UK Data Subject Rights Request Form

•  Take steps to keep personal information accurate, 
complete, and up to date.

•  Use caution when disclosing, sharing, or providing 
access to personal information. Only share it with the 
consent of the individual or as permitted or required by 
contract or law.

•  Follow security procedures to encrypt sensitive 
personal information at rest and before electronic 
transfer. Anonymize or mask personal information 
wherever possible.

•  If you have reason to believe a privacy incident has 
occurred, report it immediately. This includes any 
inappropriate access to or use of personal information, 
including lost or stolen equipment which could 
potentially contain personal information. Instructions 
for reporting privacy incidents are shown in the right 
panel.

•  Make sure you are familiar with privacy legal and 
regulatory requirements that apply to your business 
and location.

•  Participate in required privacy training.

How is privacy different from security?

Managing cybersecurity risk is very important to 
managing privacy risk, but it isn’t enough. Information 
security focuses on protecting information against 
unauthorized or unintended loss of confidentiality, 
integrity, or availability. Privacy focuses on protecting 
individuals from harm they could experience as a 
result of our use of their personal information, even if 
that use is authorized or intended. Handling personal 
information lawfully, fairly, transparently, AND securely 
protects Principal and the individuals who entrust their 
personal information to us.

Privacy policy

Reporting a privacy incident 
If you believe personal information about a 
customer, worker, or other individual has been 
improperly collected, accessed, used, or shared, 
you should immediately report the incident by 
reaching out to your privacy contact or using the 
Investigation and Privacy Incident Report form.

Personal data relates to an individual. It 
includes identifiers or characteristics specific 
to an individual that can be used alone or 
in combination to identify them directly or 
indirectly. Examples include:
• Name
• Address
• Phone number
• Email address
• Birth date
• Online identifiers, such as IP address
• Financial profile
• Credit card data 
• Government assigned identity numbers
• Passport number
• Employment data

https://protect.checkpoint.com/v2/___https://www.principal.com/privacy-policies___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjUzMzM6NDgwMjliMTkxMWVkNmM4MWQxMzgzMmIxNjZhOWExYzg3YWEyNWM4OTQ0OGZmNDdhNTg4ODJjYWRjNWU1ZWNjMTpwOlQ6Tg
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Records retention

We retain records that have been created 
in the ordinary course of business for the 
period of time necessary to meet business 
requirements and legal obligations.

•  Unless records are needed for an imminent or pending 
legal or regulatory action, we will destroy them at the 
end of their retention period.

•  We comply with all applicable laws regulating the use 
and disclosure of personal information about employees 
and customers in each of the countries where we do 
business.

  Your role

•   Retain and destroy records according to the records 
retention policy.

•  Destroy records in a way that protects all confidential 
information.

•  Suspend destruction when necessary due to document 
holds associated with litigation, government 
investigation, audit, or instruction from the general 
counsel.

•  Don’t alter, conceal, or destroy documents or records 
that are needed for an imminent or pending legal or 
regulatory action.

•  Ensure appropriate oversight of record retention 
requirements when working with third parties that 
manage or retain records on behalf of Principal.

•  Complete required training courses related to record 
retention.

A record includes any information related to 
business activities that is recorded on paper, 
microfilm, electronic media, or digital media that 
has an ongoing business, legal, operational, or 
historical value.
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Financial management  
and reporting
We’re dedicated to communicating financial results that completely and 
accurately reflect our underlying business activities in compliance with 
legal and regulatory requirements. We maintain effective internal controls, 
align expenses with revenues, and make sound business decisions based on 
complete analysis with the proper consideration of short and long-term risks.

Highlighted topics:

› Accurate and transparent financial information

› Protection and proper use of company assets

› Sharing material information

› External auditors
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Accurate and transparent 
financial information

We’re committed to transparency in our 
financial reports. Our reports and accompanying 
disclosures are truthful, complete, consistent, 
fairly presented, timely, and understandable. We 
prepare our financial information following legal 
and regulatory requirements.

We also establish and maintain a robust system of controls 
to help ensure the integrity of our financial reporting 
processes and financial statements.

  Your role

•  When creating, transmitting, or entering information 
into company financial records, do so accurately, 
completely, and with appropriate supporting 
documentation.

•  Ensure financial transactions are properly authorized.

•  Ensure physical assets and financial information are 
appropriately safeguarded.

•  Perform controls you are responsible for according to 
established procedures in a timely manner. Follow up 
on exceptions immediately.

•  If you discover a control breakdown or an error in our 
financial statements, report it to your leader or other 
relevant management immediately.

What does “accurate and transparent financial 
information” mean?

It means we need to be honest, accurate, and open 
about our financial information and in the financial 
documents we create.

To keep our financial information transparent, you 
should never:

•  Make entries or alter records to intentionally hide or 
disguise the true nature of a transaction

•  Deliberately understate or overstate liabilities or 
assets

•  Improperly accelerate or defer the recognition of 
expenses

• Record false revenues or record them early

•  Make false claims on an expense report or timesheet

•  Withhold information required to be disclosed in 
regulatory reports

•  Falsely certify the accuracy of financial information or 
the effectiveness of controls we have in place

Our chief executive officer, business unit heads, 
and all financial personnel are held accountable 
for complying with this Code and our financial 
reporting policies.
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Protection and proper use of 
company assets

We treat company assets with care and use 
them for legitimate business purposes.

  Your role

•  Use company resources honestly and efficiently.

•  Use computers and network systems appropriately and 
in accordance with company policy at all times.

•  When using personal devices to perform certain work-
related functions, it’s important to follow company 
policy and protect the information stored on or sent 
through these resources.

Report suspected or known loss, theft, damage,  
or misuse of resources immediately. 

Company assets include:

•  Physical property, such as company funds, 
supplies, and equipment

•   Intangible assets, such as company time, 
confidential information, intellectual property, 
and information systems

Sharing material information

Since we’re a public company, disclosures 
about our business must be made 
consistently and shared broadly, so that 
investors have fair access to this information. 
The company has designated primary 
spokespersons to speak on behalf of the 
company or to respond to specific inquiries 
from investors, analysts, or the media.

  Your role

•  Don’t communicate any material information 
externally unless you’re a designated spokesperson for 
the company.

•  If you work in the U.S., you should refer any inquiry 
about the company from the news media, security 
analysts, our shareholders, and the public to the Public 
Relations team. If you work outside of the U.S., you 
should contact the designated spokesperson for your 
location.

Disclosure statement

Material information is any information that 
a reasonable investor is substantially likely to 
consider important in making an investment 
decision. A few examples of material information 
include: expected earnings for a given quarter, 
revisions to financial statements, and changes in 
the board of directors, corporate officers, or our 
public accounting firm. 

https://protect.checkpoint.com/v2/___https://www.principal.com/news-room/contact-media-relations___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojk4NmM6NzBjMGI3MzE4YzBkNzFhMzMwYTU1YjVlZjMzNzU5OTIxZjc1OGI0ZTcwNTkyOWViNDI5Y2ZjZGU4Y2Q4MzNhOTpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://www.principal.com/news-room/contact-media-relations___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojk4NmM6NzBjMGI3MzE4YzBkNzFhMzMwYTU1YjVlZjMzNzU5OTIxZjc1OGI0ZTcwNTkyOWViNDI5Y2ZjZGU4Y2Q4MzNhOTpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://s21.q4cdn.com/251671177/files/doc_downloads/code-of-conduct-disclosure.pdf___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjU4Njg6YzExYzhkYmUyMzIzYTBiNThhNzFmYzJkN2VmZDJmZTZlODExYTY4OTAzMDllMmQxZTQ0ZGE1OTQyMDg0OGRjNjpwOlQ6Tg
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External auditors

Ensuring the independence of our external 
auditors is critical. Our management, 
Board of Directors, and Audit Committee 
share the responsibility of maintaining this 
independence.

The Audit Committee of the Board of Directors selects the 
audit firm for Principal. To maintain audit consistency and 
efficiencies, all subsidiaries and affiliates should use the 
same financial statement auditor. Any exceptions should be 
discussed with the business area chief accounting officer 
and corporate controller.

  Your role

•  Cooperate fully with auditors and regulatory 
authorities. See Audits and outside exams.

•  Work through your business unit chief accounting 
officer and the corporate controller to get Audit 
Committee approval for all proposed external audit 
services before you start using those services. 

Before we hire staff that works for (or used to 
work for) our primary independent auditor, we 
carefully evaluate the situation for any potential 
independence concerns.
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Fair employment practices
We’re committed to providing a diverse, equitable, and inclusive work 
environment, free of unlawful discrimination, and harassment. We also 
comply with all applicable employment and labor laws.

Highlighted topics:

› Policies and employee handbooks

› Employment of relatives and personal relationships

› Drugs and alcohol

› Global inclusion

› Discrimination and harassment

› Human rights
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Policies and employee 
handbooks

We have policies and expectations of 
employment in place to outline appropriate 
processes and standards of behavior for our 
employees to follow.

  Your role

•  Be sure you are familiar with your applicable employee 
handbook.

•  Regardless of location, treat each other with respect 
and dignity, and foster an atmosphere of open 
communication, trust, and mutual respect.

Employee Handbook

 In the U.S.: Access the employee handbook on 
the intranet from Policy Central on Principal 
Passport or use the links below.

•  If you work at a location that has its own 
handbook or at a location outside the 
U.S., contact your local Human Resources 
department.

Employment of relatives and 
personal relationships

People that work at the Company must 
not be directly or indirectly supervised, at 
any level of leadership within their chain of 
command by a member of their immediate 
family or by a person with whom they 
have, or had, a romantic or close personal 
relationship.  Immediate family members 
of non-employee directors on the Board 
of Directors of Principal Financial Group, 
Principal Funds, and Principal Bank must not 
be hired.

  Your role

•  During the hiring process, and prior to scheduling 
department interviews, leaders should inform 
Talent Acquisition or their local recruiter of any such 
relationships with candidates. Employees applying for 
internal positions should immediately notify Talent 
Acquisition or their local recruiter if they learn they 
have such a relationship with the leader (or any level of 
leadership within the chain of command). 

•  After hiring, if such a relationship is found to exist or 
develops between an employee and their leader (at any 
level of leadership), both must inform their employee 
relations consultant or local HR department.
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Drugs and alcohol

We value a healthy and safe work 
environment that promotes productivity 
and employee and customer safety.  Abuse 
of drugs and alcohol places the work 
environment and our reputation at risk.

  Your role

•  Use good judgement and act responsibly when 
representing or conducting business on behalf of the 
Company.

•  Don’t be under the influence of alcohol, illegal drugs, or 
prescription drugs that aren’t prescribed to you.

Global inclusion

We’re drawn to people who bring unique 
perspectives, passion, and expertise to 
help us advance the financial security and 
well-being of our customers, transform 
our growing business, and drive positive 
change in the communities where we live 
and work. As part of our collaborative 
culture, we prioritize diversity, equity, and 
inclusion (DEI), shared values, and genuine 
support for every employee around the 
world. All our employees contribute to a 
thriving environment of authenticity, action, 
and accountability— which reverberates 
within our company and our communities. 
Together, we are united in our stance 
against discrimination, hate, and violence 
understanding the immediate and lasting 
effects created by these destructive 
behaviors.

  Your role

•  Continuously grow and apply learnings from training 
programs to help create a more diverse, equitable, and 
inclusive culture.

•  Create a safe environment where everyone feels valued 
and respected.

Additional note for leaders 

•  Make selection decisions (i.e., hires, 
promotions, turnover) based on job 
qualifications, skills, and performance. 

•  Evaluate performance based on the work 
employees do each day and other job-related 
requirements.
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Discrimination and harassment

We believe in treating each other with 
respect and dignity, and in fostering an 
atmosphere of open communication, 
trust, and mutual respect. We expect that 
all work relationships will be free of bias, 
discrimination, harassment, and retaliation. 

•  We’re committed to the fair treatment of all employees 
and applicants for employment. We make employment 
decisions based on qualifications, demonstrated skills, 
and achievements.

•  We provide equal employment and advancement 
opportunity for all individuals and will make reasonable 
accommodations for employees and qualified applicants 
with disabilities.

•  Harassment of any kind is determined by how others 
perceive your actions, regardless of your original intent. 
We don’t tolerate verbal or physical conduct by any 
employee that harasses another employee or creates an 
intimidating, offensive, or hostile work environment.

•  We don’t tolerate discrimination or harassment in  
hiring, training, advancement, compensation, discipline,  
or termination.

  Your role

As an employee, you should do your best to keep 
Principal a great place to work for all employees. Here’s 
what you should keep in mind:

•  Speak out if a co-worker’s conduct makes you 
uncomfortable. We must hold ourselves accountable 
to the highest professional standards, with mutual 
respect and fair treatment as the starting point for all 
our professional relationships.

•  Report discriminatory or harassing behavior 
immediately to your leader or employee relations 
consultant or local Human Resource contact. There 
may be business locations in which you are required to 
follow specific procedures regarding these situations. 
You must understand and comply with applicable 
employment and labor laws. 

What is considered harassment?

Harassment can include verbal, written, or physical 
conduct or other action that is degrading, or shows 
hostility or aversion toward an individual. Examples of 
harassment include:

• Insulting or degrading jokes, remarks, or conduct

• Disparaging or abusive comments

• Threats or intimidation

• Negative stereotyping

•  Offensive objects or pictures displayed in the 
workplace, including anything circulated through 
email or the intranet
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Human rights

As a purpose-driven company, we respect 
human rights. This value is embedded in our 
company culture around the world.

Our commitment includes using only voluntary labor, 
following all applicable wage and benefit laws, not 
employing under-age individuals in violation of any 
applicable child labor laws, and providing a work 
environment that is safe and healthy and free of 
harassment and unlawful discrimination.

Principal respects and supports human rights principles 
as defined by the principles of the Universal Declaration 
of Human Rights (UDHR), the International Labor 
Organization’s Declaration on Fundamental Principles and 
Rights at Work (“ILO Declaration”), the United Nations 
Global Compact, and the United Nations Guiding Principles 
on Business and Human Rights.

We will not tolerate human rights violations of any kind, 
including human trafficking, slavery, forced labor, and child 
labor. We are committed to implementing and enforcing 
effective systems and controls to prevent violations from 
taking place anywhere in our business or supply chains.

  Your role

•  Be familiar with the Anti-slavery and human trafficking 
policy and the Human rights statement.

•  If you suspect or have a human rights, labor, or human 
trafficking concern in our business or supply chain, 
report it.

Human rights statement

Modern slavery and human trafficking statement 

If you are involved with identifying or 
contracting with suppliers:

•  Seek out those whose corporate values are 
consistent with ours.

•   Include an anti-slavery contract provision 
when the supplier is in a high-risk country and 
high-risk business sector.

https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/policies/human-rights-statement___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojk0MGQ6Njc4YjZmNGY1ZTg2NzlkZjlkMDZhMzM1ZmY2MWE2ZDZlZGU2YmZhMGJhMmM3OGU5ZmFmOGFjOGJjMjBjMjcxNDpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://www.principalam.com/about-us/our-story/modern-slavery-and-human-trafficking-statement___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjVlMWI6NjJmNDNhYTA1ZmIxZTYwMGQ0M2E1ZGY0NmQ4MmMwZjM1MWI5NjViMjNmNWIyOWQ2Y2MyNDZmYWFkNTQ5YzhmNzpwOlQ6Tg


Workplace safety and security
We value the safety and security of our employees, business partners, 
guests, and assets. And we want to make sure we have continuity in  
all our business operations.

Highlighted topics:

› Safety and security of our employees

› Site security

› Emergency management

› Business continuity
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Safety and security of our 
employees

We provide appropriate programs and 
controls to help mitigate personnel safety 
and security related risks.

•  We comply with all applicable safety and security laws 
and regulations where we operate.

•  We don’t tolerate any threats, acts, or the intent to 
commit violent acts that jeopardize, or appear to 
jeopardize, the safety of our employees, business 
partners,  guests, or our physical assets.

•  We prohibit the possession of weapons, in line with local 
governing laws, on any company or leased property, at 
any company-sponsored event, and anywhere company 
business is conducted, regardless of whether or not an 
individual is licensed to carry a weapon.

•  We provide ways for our employees to report safety or 
security issues, and we have an investigative process to 
respond to and document reports.

  Your role

•  Work in a safe manner, following your country’s laws, 
regulations, and practices.

•  Become familiar with, and follow, our safety and 
security programs and protocol.

•  Immediately report safety or security issues or 
concerns, including threats or threatening behavior.

Immediately report safety and security issues 
or concerns, including threats or threatening 
behavior.

•  In the U.S and Europe.: Call Enterprise Safety & 
Security 24/7 at +1.515.247.7233 (SAFE).

•  Asia Pacific offices: Follow the established 
procedures for your location and notify 
Enterprise Safety & Security 24/7 at 
+1.515.247.7233 (SAFE).

•  Latin American offices: Follow the established 
procedures for your location and notify 
Enterprise Safety & Security 24/7 at 
+1.515.247.7233 (SAFE).

I tripped on my way from the parking lot into work. 
I twisted my ankle, but I’m able to walk on it. A co-
worker said I should report it. Why do I need to report 
it if I don’t even think I need to go to a doctor?

Reporting incidents at work isn’t only for major issues 
you might typically think of such as fires and bomb 
threats. It’s also important to report things like falls, 
thefts, and on-the-job injuries—even if they seem 
minor. Reporting incidents provides documentation 
that is reviewed to identify and correct potential unsafe 
conditions.
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Site security

We provide risk based physical controls 
and programs for all our offices globally. 
We check and document these controls on 
a periodic basis according to the risk level 
assigned to the location by Enterprise Safety 
& Security.

  Your role

•  Properly protect customer, company, and employee 
data.

•  Keep your access control cards, keys, physical access 
codes, or other physical access instruments to yourself.

• Escort guests at all times.

•  Immediately report to Enterprise Safety & Security if you:

 –  Lose any access control cards, keys, physical access 
codes, or other physical access instruments (or if 
they’re stolen)

 –  See the circumvention, disabling, or destruction of 
physical security measures

 – Have any safety and security issues or concerns.

•  Work in a safe manner, following your country’s laws 
and practices.

•  Become familiar with, and follow, our safety and 
security programs and protocol.

•  Immediately report safety or security issues or 
concerns, including threats or threatening behavior

Don’t forget

•  Physical security measures, protocol, and 
equipment are in place for a reason. Don’t try 
to circumvent, disable, or destroy them.

•  If you stop working here, turn in your access 
control cards, keys, physical access codes, and 
any other physical access instruments.

Enterprise Safety & Security can help if you need 
safety or security-related:

• Equipment
• Personnel
• Services
• Investigations
• Consulting
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Emergency management

We have safety and security plans and 
protocols in place to address emergency 
situations. From fires, weather events, and 
health emergencies to any other threat or 
emergency, we’ve got you covered.

  Your role

•  Keep yourself familiar with our protocols for 
cooperating with, and complying with, the instructions 
of law enforcement, public safety, and security 
personnel. And be prepared to follow them.

In case of emergency, call 911 or the local public 
emergency services number for your location.

Business continuity

We provide an enterprise-wide business 
continuity program that minimizes impact 
and mitigates risk from threats that may 
impact our customers, our workers, and our 
organization.

We have contingency plans for loss of buildings (workplace 
recovery), loss of IT systems (disaster recovery plans), and 
business interruptions (business continuity plans).

We have an Enterprise Incident Management (EIM) plan in 
place and established response teams to manage response 
and recovery activities in the event of a disruptive situation.

  Your role

•  Report incidents that impact the ability to conduct 
business operations.

•  Become familiar with how you’ll be contacted in an 
emergency and ensure your contact information is 
current.

Report incidents that impact the ability to 
conduct business operations.

•  Use the Report an Incident page on Principal 
Passport.

•  Reach out to the Chief Risk Officer (CRO), 
compliance contact, or Privacy contact for your 
area.

•  Outside the U.S.: Follow the established 
procedures for your location.
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Brand and reputation 
management
The way we communicate our purpose, and every interaction with customers, 
employees, shareholders, business partners, and other stakeholders forms their opinion 
of us. We’ve earned success as a company known for our integrity and caring spirit by 
putting customers first and treating them fairly and ethically.

Having worked hard to establish Principal as a company people can count on to do the 
right thing, we are committed to ensuring our reputation, our brand, our good name, and 
our interactions make people proud to work with us.

Every employee is responsible for helping identify and report potential reputational 
risks. To learn more about scenarios or events that could cause negative publicity 
regarding our business practices, please refer to the  Reputation Risk Management 
information for potential red flags.

We follow standards created to differentiate us, reinforce recognition, and help protect 
us and our customers from external threats. We monitor trends to proactively identify 
emerging issues before they become crises.

Highlighted topics:
› News media

› Social media

› Intellectual property

› Logo and trademark protection

› Brand expression standards



Global Code of Conduct  |  33

Our purpose, 
mission,  

aspiration,  
and core values

Working with 
business  

partners and 
customers

Conflicts,  
bribery, and 
corruption

Information 
management  
and security

Financial 
management  
and reporting

Fair  
employment 

practices

Workplace safety 
and security

Brand and 
reputation 

management
Sustainability

How do I  
report  

suspected 
violations?

Contacts

News media

We promote our company expertise and 
thought leadership through media outreach 
about new products, services and rankings, 
trends, and insights and research.

We proactively identify potential issues and 
manage our messages about those issues to 
the news media. Our public relations team is 
trained to handle requests from the public or 
other organizations for information about our 
company and the business we do.

  Your role

•  Refer any inquiry or question from the news media, 
security analysts, or our shareholders to the public 
relations team (U.S.) or the designated spokesperson 
for your location.

•  If someone asks to interview you or wants you to  
speak on behalf of our company, check with the  
Public Relations team first. Interview requests  
from regulatory agencies are a different matter.  
See “Audits and outside exams.”

Refer any inquiry or question from news media, 
security analysts, or shareholders:

In the U.S.: Public relations team.

Outside the U.S.: designated spokesperson for 
your location.

Social media

Social media is a great way to connect with 
people and potential customers. We encourage 
our employees who participate in social media 
to do so in a respectful, relevant way that helps 
protect you, your co-workers, our customers, 
our reputation and, of course, follows the law 
and policies of your business area and location.

  Your role

When sharing on social media:

•  Be respectful and professional to co-workers, 
customers, competitors, and others.

•  Respect the privacy of others by confirming their 
permission before sharing photos that include them.

•  Use caution on topics that may be considered 
objectionable or inflammatory.

•  Respect all laws such as copyright, fair use, and 
financial disclosure laws.

•  Feel free to like, comment, and share Principal posts 
with your own social network.

•  Disclose your relationship when you post content 
about our products or services using #Principal_
employee. Note: this guidance applies for U.S. social 
media and U.S. products and services. Outside of the 
U.S., consult your local legal or compliance contact for 
guidance as disclosure regulations vary by country. 

FINRA/SEC rules impact the use of  
social media.

If you are a FINRA registered representative 
or an access person of a registered investment 
advisor, be sure to follow all applicable policies 
for using social media.

https://protect.checkpoint.com/v2/___https://www.principal.com/news-room/contact-media-relations___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OmEyY2I6YTg1YTg3MjBjYmQxYTRjYTcwMjhlMTM1NWM2NTI0YWQ5NzE4ZmUwYTRiNDk1ZmVmMjE4MGI3NWFhMTIzMjlhMDpwOlQ6Tg
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Intellectual property

We protect the ownership rights of our 
company and of others.

  Your role

•  Principal owns the copyright to any work of authorship 
(including computer software) created by you if:

 – the work is created as part of your job,

 – Principal pays you for the work, or

 –  it was created in whole or in part using company 
facilities or equipment. This means everything - from 
emails you send, articles you write, reports you help 
create, or software you help design.

•  If you’re considering doing any work for a third-party 
using skills and equipment similar to those you use in 
your job, you need to get approval first, so be sure to 
talk with your leader.

•  You must get written permission before using works 
copyrighted by others. This means you shouldn’t 
use photos you’ve found off the internet or copy the 
written works of others.

•  When designing materials with our logo, or the logo 
of a member company, make sure it conforms to the 
legally recognized mark format.

•  Trade secrets are not to be shared outside the 
company and should only be shared internally with 
those who have a business need to know.

I am working on a PowerPoint presentation for a group 
of external advisors and customers. I have some slides 
from a presentation that I attended by one of our 
competitors and would like to include those slides in 
my presentation. I’ll change a few words so that there 
isn’t a copyright issue – this isn’t a problem, right?

Yes, it is still a problem. What it sounds like you are 
creating is a derivative work of the competitor’s 
slides, and the competitor can still assert copyright 
over derivative works. While using a small portion of 
another’s work may constitute fair use, there is no clear 
test for when you are within this safe harbor. You should 
obtain permission to use these slides from the owner.

Logo and trademark protection

Our logo and trademarks are significant 
assets designed to identify and distinguish 
us in the marketplace. Using our logo and 
trademarks correctly and consistently is 
important to protecting our Principal brand 
and to prevent others from using them.

  Your role

•  Refer to our brand assets for guidance on how to use 
our logo and trademarks.

•  Never modify logo color, form, or the relationship 
between name and symbol.

•  Global locations must always use our Principal name 
and symbol together for trademark protection purposes.

•  Protect the trademark rights of the company and of 
others. Contact Global Brand & Experience (GBX) to 
ensure we’re not infringing on others’ trademarks when 
creating names for a new product or service.

Logo request form

Notify your leader and/or Global Brand & 
Experience if you notice improper use of our 
logo or trademarks.

https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/policies/linking-our-website/request-logo___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojk4NDI6YzY5OTYxZDkwYTRhMTk4OTgyMWEwNTJhZGU4YWY3MzMyYzgyNGMxZWU2MDM2YmZiMDZmMjYxZGEwZTcwNWFmZTpwOlQ6Tg
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Brand expression standards

Our brand expression standards outline how 
we present ourselves to the world – visually 
and verbally. They’re intended to provide a 
balance of detail and flexibility needed to 
function across businesses, audiences, and 
geographic locations. Consistency protects 
our brand while helping build awareness.

When we speak and act as one Principal, we help people 
get to know us and how we can help them live their 
best lives. Remaining true to our Principal brand guides 
everything we do.

  Your role

•  Refer to our brand resources for tools and templates to 
modernize our communications, align with accessibility 
standards, and identify where and how to create 
consistent experiences.

•  Our Brand Standards are not optional. They are to be 
followed as written.

•  Work only with our designated Preferred Creative 
Partners to create print, digital, and video materials.
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Sustainability
Our sustainability strategy is informed by environmental, social, and 
governance (ESG) factors that are important to our stakeholders. Grounding 
our sustainability strategy in an ESG framework allows us to understand 
environmental, social, and governance related risks and opportunities—and 
identify how we can make a meaningful difference for people and communities 
around the world. 

Given the industry we’re in and our areas of expertise, we’ve created a short-list of 
higher priority topics that inform our sustainability strategy, targets, and reporting 
focused on the following material topics:  

•  Consumer and 
product impact

•  Employee 
engagement

•  Environmental impact
• Financial inclusion
•  Governance, ethics,  

and risk

•  Sustainable 
investing

•  Sustainable 
sourcing

Highlighted topics:

› Environment

› Social 

› Governance 

› Sustainable investing 

› Giving back
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Environment

We know that to truly foster a more secure 
world, we must be mindful of our impact on 
it. That’s why we insist on environmentally 
responsible behaviors by our company, our 
employees, and our business partners. We have 
programs and initiatives to reduce our global 
greenhouse gas (GHG) emissions and increase 
energy efficiency, track our energy consumption, 
water usage, and waste production in the U.S., 
and engage our employees and third-party 
partners in supporting our environmental 
sustainability efforts. 

Our environmental goal

We aim to reduce our global GHG emissions 65% by 2034 
and achieve net-zero emissions by 2050, which is aligned to 
the Science Based Target initiatives (SBTi) 1.5° C scenario.

  Your role

• Turn off the lights when you’re not using them.

•  Use a reusable water bottle and coffee mug instead of 
plastic bottles and paper cups

• Don’t use Styrofoam food containers.

•  Recycle your waste through the bins provided on 
campus.

•  Engage with Green Team or local sustainability 
initiatives.

 

Social 

We aim to foster a culture that empowers 
our employees and brings out the best of our 
leadership. We’re committed to attracting 
and retaining the best people and building 
a more diverse, inclusive, and engaged 
workforce while providing clear pathways for 
development, growth, and mobility. We’re 
also committed to providing individuals and 
businesses with access to useful financial 
products and services to meet their needs—
from savings, credit, and insurance to 
education and advice.

Our social goals

•  We aim to reach at least an 80% Global People Inclusion 
Index (GPII) score annually, encompassing authenticity, 
learning new things, sharing perspective, and feeling 
valued and respected. 

•  We strive to score 100% on the U.S. Diversity Index annually, 
consisting of measures that include hiring, promotion, and 
turnover rates for diverse individuals, supplier diversity, and 
inclusion-related learning and opportunity events. 

•  We aim to double the number of diverse small and 
midsized businesses we support through product access, 
capital access programs, community development, and 
financial education by 2025. 

  Your role

• Be inclusive to all ideas and perspectives.  

•  If you’re hiring, engage with our Talent Acquisition 
team or your local recruiter to learn how you can 
mitigate bias during the interview process. 

•  If you’re searching for a new supplier, consider diverse 
suppliers in your candidate slate. 

•  If you’re designing products or implementing new 
processes, keep accessibility and inclusion in mind.   
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Governance

Good governance is essential for any 
sustainable business and is especially 
important for financial service companies 
like ours, as our success is dependent on 
public trust. We consistently work to improve 
the effectiveness of governing policies, 
encourage ethical behavior, and promote 
transparency across our company. This 
means protecting customer and employee  
data, ensuring proper safeguards are in place, 
training all employees on the Global Code of 
Conduct annually, and providing avenues for 
our stakeholders to raise any concerns. 

Sustainable investing 

We believe sustainable investment products 
have the potential to positively affect society 
and the environment while generating 
risk-adjusted returns that help us to create 
additional value for our clients over time. 
By designing new, sustainable investment 
products, incorporating ESG factors into our 
evaluation process, and engaging with clients 
on the financial, social, and environmental 
performance of their investments, we can 
help drive better outcomes for our clients, 
society, and the environment over time.
Our sustainable investing goal:
Continue to align our sustainable investment strategies 
with the United Nations Sustainable Development Goals.

  Your role

•  Stay engaged with our sustainable investing journey 
through the Principal Asset Management website.

https://protect.checkpoint.com/v2/___https://www.principalam.com/about-us/esg___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjRiZTQ6N2VhN2RiYTYwZTU2ZWNlYmI3NTkzY2IyNjYyYTM5NmU3ZTI5YmY5Y2M0NDhmMWYyMTYzMWQ4Yjk1NmU1YTU2NDpwOlQ6Tg
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Giving back

We work every day to deliver on our purpose 
of giving people a reason to feel secure. 
For many, financial security feels like a 
destination, but we believe it’s a journey that 
evolves and changes depending on where 
you are in life. Principal® Foundation is an 
important part of helping people along that 
journey and focuses its support on those who 
are underserved and under resourced. Our 
social investments support local and national 
non-profit organizations, as well as academic 
and research institutions that work to address 
basic needs, such as nutrition, housing, 
and disaster relief, as well as empowering 
individuals and communities by focusing on 
financial health, building social and cultural 
connections, and funding research.
•  Principal Gives Back program connects Principal 

employees to our philanthropic culture through 
volunteering opportunities and incentives, and employee 
match giving programs. The program draws on the 
expertise and resources of the business to strengthen 
communities and create lasting impact in the cities in 
which our employees live and work

•  Dollars for Doers and Dollars for Teams programs, 
making it easier for employees to report the time they 
commit to the causes most important to them and, in 
turn, making it easier for them to earn reward dollars that 
they can donate to those causes

  Your role

•  Log into Benevity – gives employees the ability to 
make new donations, submit match giving requests, 
log volunteer hours, organize and manage volunteer 
events, request volunteer grants, sign up for local 
volunteer opportunities and much more!

•  Frontstream – Set up recurring donations via payroll 
deduct or donate via check.

To learn more about our sustainability efforts: 

•  Visit our ESG page on Passport and at 
principal.com/sustainability. 

•  Read more about our ESG disclosures and 
reporting on our ESG Data Center. 

•  You’ll find details on the recognition we’ve 
received for workplace excellence, community 
involvement, environmental practices, and 
customer service in our current Company 
profile.

You can help further our sustainability strategy 
by keeping our corporate sustainability 
commitments top of mind as you work, and by 
letting us know how we’re doing.  

https://protect.checkpoint.com/v2/___https://www.principal.com/sustainability___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjAxYjY6MTZjZTkzZGNjYjI5Y2QwOWY5NTA1Y2M2M2IyYzhmYWJhZDNkYTE3OGYyYmQyYjcwMmQwNmI4OGE3ZjE1ODY5ODpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://www.principal.com/sustainability/esg-data-center___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OmU4MjM6MjcxZTc3M2U4OWIwZTA1OWU4NGFiMjUxZjljM2M4OWRiOGRiYzcxOGRhMTMyOTRhOTgzNGY0NjA4MWZlNTAwODpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/profile-and-offerings___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojc1OTg6MDY2ZGI2MTg0MjgxMDc1OTFkMWYyOGI2OGU4ZmRiMDdlMWRhN2IxOGFjODJkZGM2NDFlZWUzZDFiZTYyZmI4OTpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://www.principal.com/about-us/our-company/profile-and-offerings___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2Ojc1OTg6MDY2ZGI2MTg0MjgxMDc1OTFkMWYyOGI2OGU4ZmRiMDdlMWRhN2IxOGFjODJkZGM2NDFlZWUzZDFiZTYyZmI4OTpwOlQ6Tg
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How do I report suspected violations? 
If you suspect it, report it. You’re expected to promptly 
report suspected unethical, illegal, or fraudulent activity by 
anyone working for or on behalf of Principal. You don’t have 
to be certain that an inappropriate activity has occurred. 
We have teams with the skills and resources to investigate 
situations to determine if a violation has occurred. Prompt 
reporting may allow our company to avoid or mitigate 
serious harm to our business or others. You may report 
suspected unethical or fraudulent activity through any of 
the contacts provided on page 41. 

Reporting Globally. When using the Ethics Hotline in 
countries outside of the U.S., reporting of certain incident 
types may be limited in some locations due to local laws. If 
the incident you want to report does not align with any of the 
incident categories available in your country, please report 
your concern to one of the contacts listed on page 41.

Reporting anonymously. In most countries, the law 
allows reports to be made anonymously. Concerns submitted 
anonymously (through the Ethics Hotline or the online 
reporting form) go directly to a third party not affiliated with 
Principal. The third party collects the information, creates 
a report, and sends it promptly to the Corporate Special 
Investigations Unit (CSIU) for assignment to a Principal team 
member for investigation. You can then maintain anonymity 
and continue to provide ongoing information to investigators.

What happens after I report a concern? All reports 
are taken seriously and investigated by the CSIU with 
assistance from various areas, including Human Resources, 
the Law Department, Enterprise Safety and Security, 
external investigators, and others as needed to determine 
whether the concern is substantiated. We don’t tolerate 
violations of the Code by employees or people outside 
of the company, and we take appropriate action against 
those who violate the Code. The Enterprise Chief Ethics and 
Compliance Officer oversees investigations and responses 
to concerns, and reports results of investigations to the 
Audit Committee of the Board.

How am I protected from retaliation for reporting 
a concern? Reported concerns are treated confidentially. 
Principal won’t retaliate against any employee for reporting 
in good faith suspected unethical conduct or violations 
of law as stated in our Whistleblower policy. Retaliation 
against an employee for reporting an issue in good faith is 
itself a violation of our Code. If you know or suspect that 
retaliation has occurred or is occurring, you should report it.

Performance-related issues. For performance-related 
issues, such as a co-worker working overtime without 
appropriate approval, wearing inappropriate attire, 
repeatedly surfing the web or texting on company time, or 
generally not being productive, it is more appropriate to 
report directly to a leader or Human Resources. 

I understand that the Ethics Hotline and online 
reporting form provide an option for reporting 
anonymously. However, can’t the company use  
today’s technology to track back to my phone  
number or computer?

No. Principal contracts with a third-party service 
provider to provide the Ethics Hotline and online 
reporting. The service provider collects the information, 
creates a report, and sends it to the CSIU for assignment 
to a Principal team member for investigation. Principal 
doesn’t have access to information about the phone 
or computer used to report a concern. The third-party 
service provider is contractually not allowed to provide 
any identifying information if a person has elected to 
remain anonymous.

If my leader asks me to do something that I think 
violates this Code, what should I do?

Never do anything that you believe violates this Code. 
Express your concerns directly to your leader.

If you’re unable to do so, or you get an answer you feel 
is inaccurate or unacceptable, speak with another leader 
or report your concerns using any of the options listed 
in this Code. See Contacts.

If I report anonymously, how will I know if anything 
was done with my report?

When reporting anonymously, please use the case number 
and password provided to see if the investigator has 
additional questions. The investigator will post a response 
when the investigation is completed. While we can’t 
always share the full results of an investigation due to 
confidentiality concerns, please know that all reports are 
taken seriously and are fully investigated.

https://protect.checkpoint.com/v2/___https://secure.ethicspoint.com/domain/media/en/gui/54514/index.html___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjM3MjM6YmM2MGExZWJlYmU2YWNjYmM3MjE3MWFmMTg1NTZmNDQ4MmVkYTNkOGYxMDRmZWM1YWI4MWY0NjBlN2I5NGQ4YzpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://secure.ethicspoint.com/domain/media/en/gui/54514/index.html___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjM3MjM6YmM2MGExZWJlYmU2YWNjYmM3MjE3MWFmMTg1NTZmNDQ4MmVkYTNkOGYxMDRmZWM1YWI4MWY0NjBlN2I5NGQ4YzpwOlQ6Tg
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Contacts
If you suspect unethical or fraudulent activity, there are multiple options for reporting your concerns.  
You can reach out to:
• Your leader

•  Your business area’s compliance contact, the Enterprise Chief Ethics and Compliance Officer, or your local 
legal or compliance contact

• Your employee relations consultant or local human resource representative

• A member of the Corporate Special Investigations Unit (CSIU)

•  The Ethics Hotline through a phone or online report, both of which allow anonymous reporting:

 – In the U.S., call 866.858.4433 (staffed 24/7) or submit an online reporting form

 – Outside the U.S., submit an online reporting form (or call your local hotline number, if applicable)

If you have a fraud concern to report on behalf of a customer:
• Report these using the Fraud and Privacy Incident Reporting Form

If you have questions about this Code, you may:
• Use any of the options listed above

• Submit questions using the Global Code of Conduct questions form 

For matters covered in your location’s employee handbook:
• In the U.S., visit Policy Central or My Service Portal.

• Outside of the U.S., consult with your local human resources representative.

See something... say something
Unethical, illegal, or irresponsible acts can cause serious loss or harm to an 
organization, its employees, and its customers. Help prevent these activities and 
preserve our culture of integrity.  

Report Concerns about:

› Fraud

› Criminal or illegal activity

› Unethical behavior

› Bribery and corruption

› Conflicts of interest

›  Accounting irregularities or 
falsifying accounting records

›  Inappropriate sharing of 
confidential or customer 
information

All reported matters are taken seriously and fully investigated.

https://protect.checkpoint.com/v2/___https://pfgethicshelpline.tnwreports.com/___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjM2M2M6OTkzNGNkYzFlYzE2ZjgxZWQ5M2U1YmZkMDY2ZDljNjM3YWQyYTg0MDI1ZmY3ODMwM2IxNTIzYTdjNDRiMzU5ZjpwOlQ6Tg
https://protect.checkpoint.com/v2/___https://pfgethicshelpline.tnwreports.com/___.YzJ1OnBhdWxiYWtlcm5vdGlmaWVkY29tOmM6bzphYzMzYjIxNjhjYzkxN2U0MTIzMmJkZmE4MjhjZWE0Mjo2OjM2M2M6OTkzNGNkYzFlYzE2ZjgxZWQ5M2U1YmZkMDY2ZDljNjM3YWQyYTg0MDI1ZmY3ODMwM2IxNTIzYTdjNDRiMzU5ZjpwOlQ6Tg
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